A novel jamming method based on circularly moving strong scatterers is proposed. The jamming signal model is presented first, and the corresponding imaging results are derived through a range-Doppler algorithm. Detailed analysis shows that the proposed method can decrease the correlation, produce interferometric phase bias, result in failure of phase unwrapping, and reduce the accuracy of the digital elevation model. Simulation results are provided to verify the effectiveness of the proposed method.
I. INTRODUCTION
Synthetic aperture radar (SAR), as an all-weather, all-time remote sensing technique, has been widely used in both military and civilian applications, such as monitoring, geological investigation, and on-ground moving target recognition [1] [2] [3] . InSAR, a further development of the traditional SAR technology, employs two or more SAR antennas to obtain the elevation information of the ground surface by measuring the phase difference between dual images [2] . For dual-pass InSAR, the master antenna and the slave antenna transmit and receive SAR signals by themselves. When InSAR works in the single-pass mode, the master antenna serves as a transmitter and both antennas record the echo signals simultaneously [2, 3] .
Several working InSAR systems have been deployed. The satellite TanDEM-X, launched in 2010, can achieve digital elevation model (DEM) precision as small as 2 m [4] . The Shuttle Radar Topography Mission, with two antennas using single-pass InSAR and operating at a wavelength of 5.6 cm, produced the most accurate near-global DEM, covering most land and adjacent nearshore ocean areas between latitudes of 56
• south and 60
• north [5] . RADARSAT-1 and RADARSAT-2, the Canadian SAR remote sensing satellites, are still fully operational and continue to provide InSAR data to worldwide users [6] . All these systems have high measuring accuracy and can effectively detect a variety of important targets for different purposes.
Meanwhile, to protect important facilities against military reconnaissance, the development of effective jamming methods for InSAR has become increasingly important. Research on jamming methods can help identify the weakness of current InSAR systems so that more effective and robust systems with further improved performance can be developed in the future to work in complicated real-world scenarios.
With the need for and rapid development of electronic countermeasures (ECMs), a large amount of work has focused on the jamming of airborne or spaceborne SAR systems. In [7, 8] , different types of ECM jamming signals were introduced, and they are now used widely. Digital radio frequency memory (DRFM), a low-cost and yet effective ECM jamming method, was introduced in [9] ; this method retransmits a replica of the received signals. A detailed study for large scene deceptive jamming was provided in [10] , and based on this paper, a fast algorithm was then proposed. Unlike traditional barrage jamming [7] , DRFM and deceptive interference can jam the amplitude of the SAR image to different degrees, and the phase part is canceled through interferometry. As a result, their interfering effects on interferometry are limited.
Cross-eye jamming, with two jammer antennas simultaneously transmitting the interference, generates angle jamming for the threat radar, which is usually applied to against a monopulse radar [11] [12] [13] [14] . However, the idea of multiantenna jamming provides a possible method for jamming InSAR. In the cross-eye jamming, the interference transmitted by the two antennas of the jammer produces phase noise in the resultant interferogram. Because the resultant phase noise is simultaneously affected by both the magnitude and the phase of the interference, the whole situation is more complicated. Therefore, an in-depth study of the effect of multiantenna interference is needed for its application in InSAR jamming.
In this paper, we propose a novel method based on circularly moving strong scatterers that is suitable for jamming both airborne and spaceborne InSAR systems. Different from conventional SAR jamming methods, the new method aims to change the interferometric phase information of the real scene to significantly reduce the accuracy of DEM or result in loss of some terrain features.
Corner reflectors were originally used for external calibration of SAR systems [15] . The circular motion of the corner reflector with a certain angular speed in the horizontal plane results in varying time delays and leads to changes in Doppler frequency [16] [17] [18] . The difference in Doppler frequency has a defocusing effect on the jamming signal along the azimuth direction, which can produce phase perturbations that are different from each other at both antennas. The resultant phase noise distributed along the azimuth direction causes significant errors to the interferometric phase of the real scene. As a result, compared to the traditional SAR jamming method, the new method can reduce the accuracy of elevation estimation of the InSAR system significantly.
There are two major advantages with the proposed method. First, as a passive interfering technique, it saves energy by reflecting the transmitted signal of the threat radar effectively. Although the reflected energy is limited, the jamming effect can be improved as the density and the coverage of strong scatterers increase. Second, because signal detection and analysis equipment is not used, the cost is lower than that of traditional electronic jamming systems. Moreover, study of target micromotion characteristics has attracted increasing interest recently, and the research result for circularly moving strong scatterers obtained here can be applied to study the influence of target micromotion on SAR and InSAR in the future.
The remainder of this paper is organized as follows. Signal models and the imaging outputs at the two antennas due to circularly moving strong scatterers are given in Section II. In Section III, the interferometric phase model for the proposed method is derived and the effect of jamming on correlation and elevation estimation accuracy is analyzed. Simulation results are provided in Section IV, and conclusions are drawn in Section V.
II. CIRCULARLY MOVING STRONG SCATTERER JAMMING FOR SAR IMAGING
For circularly moving strong scatterer jamming, we first establish the jamming geometry; then, the imaging results in two antennas models are derived. Generally, many targets belong to strong scatterers. Without loss of generality, we use corner reflectors for analysis later.
A. Principle of Circularly Moving Strong Scatterer Jamming
The ECM scenario is shown in Fig. 1a . Points A 1 and A 2 represent the master antenna and the slave antenna, respectively. The SAR platform flies along the x-axis in a fixed altitude and images an area on the ground plane. θ denotes the look angle, H is the flight altitude of the master antenna, and XOY (ground plane) is the target focus plane. In Fig. 1b , θ 0 is the initial angle value. The corner reflector moves in a circular path around the center (x 0 , y 0 , z 0 ) on the horizontal plane with a radius r and an angular speed ω.
As the reflector moves around a fixed datum, both antennas receive echoes from the real scene and the reflector simultaneously. The circularly moving corner reflector echoes further affect the imaging results and interferometric processing of InSAR. In what follows, we give an analysis of both the signal model and the imaging output for the circularly moving corner reflector.
B. Echo Signal Model for Circularly Moving Strong
Scatterer Jamming
In practice, to achieve a high range resolution, the sensor usually transmits linear frequency modulation signals. Assume that the signal transmitted by the master antenna A 1 is
where t r is the fast (range) time; T P is the pulse duration; f c and K r denote the carrier frequency and the chirp rate, respectively; and rect [·] is the rectangular window function [1] [2] [3] . The corner reflector reflects echo signals as the SAR platform passes by. Assume that the system works in the side-looking mode. After downconverting, the pulse backscattered from the corner reflector for jamming the master image can be expressed as
where c is the speed of light, T L denotes the synthetic aperture time, l is the wavelength, and R mj (t a ) is the instantaneous slant range between the phase center of the InSAR master antenna and the position of the corner reflector with respect to slow time t a . The instantaneous position of the corner reflector can be defined as x c + r cos(ωt a + θ 0 ), y c + r sin(ωt a + θ 0 ), z c . Using Taylor series expansion, R mj (t a ) is approximated as
where v is the velocity of the SAR platform, R M is the minimum slant range between the master antenna and the rotation center of the circularly moving corner reflector, and θ (t a ) is given by the following:
Similarly, the interference received by the slave antenna can be expressed as
where R sj (t a ) is the instantaneous slant range between the slave antenna and the corner reflector and is given by
where B is the length of the baseline and α denotes the inclination of the baseline.
C. SAR Imaging Model for Jamming
We now derive the imaging signal model due to jamming in the dual-pass mode. There are different imaging algorithms available, and they all achieve the same imaging result. Without loss of generality and for simplicity, we adopt the range-Doppler algorithm here [19] .
First, range-matched filtering is performed to (2) using the following filter:
The range-compressed signal of the interference in the master image is given by
where B r represents the range bandwidth of the echo. For different rotational angular velocities, the interference after range compression and before range cell migration correction (RCMC) is given in Fig. 2 . Because R M r, the terms related to r in (3) are ignored. The signal formulation after RCMC is given by the following: Substituting (3) into (9), we have
where r 0 (t a ) is defined as follows (and as shown in Appendix A):
For azimuth compression, a Bessel function of the first kind is used [20] , which is given by
where J n (·) represents the nth Bessel function of the first kind. Substituting (12) into (10), J m rc (t r , t a ) changes to the following:
Let K a1 be the Doppler chirp rate of the master image [18, 20] . Then, azimuth-matched filtering is performed to (13) using the following filter: The imaging output of the interference displayed in the master image is expressed as follows:
Similar to (15) , the imaging output of the slave antenna is given by
where R S is the minimum slant range between the phase center of the InSAR slave antenna and the circularly moving corner reflector and
Clearly, according to Carson's rule [20] , the exponent terms of (12) introduce multiple symmetric Doppler shifts and paired echoes of the original signal. The value of the nth paired echoes is determined by J n [4πr 0 (t a )/l]. In Fig. 3 , the imaging output for the corner reflector interference is shown, with parameters of the reflector listed in Table I and parameters of the InSAR system in  Table II . 
III. CIRCULARLY MOVING STRONG SCATTERER JAMMING FOR INSAR
In Section II, we showed that the paired echoes, because of circularly moving strong scatterer jamming, are distributed along the azimuth direction in two single-look complex (SLC) images. On the one hand, the jamming decreases the correlation of the two SLC images and reduces the estimation accuracy of the interferometric phase, which leads to discontinuities of the unwrapped phase. On the other hand, the phases of paired echoes in the same location of two SLC images are different from each other. The phase bias, defined as the bias of the interferometric phase because of circularly moving strong scatterer jamming, results in more errors to the real phase. Therefore, the circularly moving strong scatterer can increase phase errors in two ways: the correlation of two SLC images and the phase bias of jamming. In this section, the phase bias caused by the paired echoes is derived, with an analysis of the jamming effect on correlation considered subsequently. Furthermore, the evaluation of DEM errors based on the phase noise of the interference is provided.
A. Interferometric Phase Analysis for Jamming
The interferometric phase, as the basis of elevation measurement, can directly affect the accuracy of DEM [21] . If two SLC images are accurately coregistered, the phase difference due to jamming can be derived through conjugate multiplication of the two coregistered SAR images.
In the dual-pass mode, the discrepancy between t r − 2R M /c and t r − 2R S /c in both (15) and (16) causes an envelope shift between J m out (t r , t a ) and J s out (t r , t a ). This difference can be compensated by high-precision image coregistration processing. By assuming that the slave image in (16) is adjusted in light of the master image, J s out (t r , t a ) is rearranged as follows:
Ignoring the influence of different Doppler chirp rates on the location of the point series and comparing the phases in both (15) and (18), we can derive the phase difference of the paired echoes as
where the first term represents the position of the rotation center and the remaining terms constitute the phase interference. Phase noise caused by the paired echoes is generated in the imaging process, and the jamming result can be considered a series of interference signals with phase noises (as shown in Fig. 4) . The interferences not only affect the two SLC images but also jam the interferometric phase or even lead to failure of the phase unwrapping process.
B. Jamming Effect on Correlation
Correlation, a measure of similarity between two SLC images, is determined by the properties of received signals and several system parameters [22] . In what follows, we give an analysis of the jamming effect on correlation.
The correlation γ of two SLC images S 1 and S 2 is defined as
where (·) * denotes the complex conjugate and · represents the ensemble average [22] . The average power of the cross multiplication of the corresponding pixel pairs of the two coregistered SAR images is given by
where S real m and S real s represent the corresponding pixels in two SAR images without jamming. Then, the individual signal powers of the jammed pixels are given by the following:
Substituting (21)- (23) into (20), we obtain the correlation of the jammed pixels as follows:
To simplify the analysis, we have the following considerations:
where γ 0 and γ J represent the correlations of the original pixel pairs and the jamming part, respectively, and φ 0 and φ J denote the corresponding phases. Substituting (25) into (24), the correlation of the jammed pixels becomes the following:
Clearly, the ideal correlation without interference is given by γ 0 , and it satisfies γ 0 < 1. For γ J < γ 0 in (26), we obtain γ < γ 0 (as shown in Appendix B). Considering that the phase of the jamming part is different from that of SAR images, γ in (26) is smaller. In effect, the input jamming-to-signal ratio (JSR) in a real scenario is much larger than 0 dB, and we have γ J ≈ γ 0 . Thus, the correlation of the jammed pixel pairs is mainly determined by the correlation of the jamming parts, and the effect of jamming on the correlation is more prominent, leading to even smaller values.
The correlation map, as the map of correlation coefficients extracted from the InSAR data, is the best indicator of the quality of the resultant phase data. According to the parameters listed in Tables I and II, a ground area is established in our simulation. As shown in Fig. 5a , the correlation coefficients of the ground image without jamming are greater than 0.9. For the case with jamming, a single circularly moving corner reflector is placed at the center of the scene, and the input JSR is 35 dB. As shown in Fig. 5b , the correlation values within the jammed area are far less than those without jamming. In this case, a failure of the unwrapping process is inevitable, and we are unable to obtain the correct elevation information of the terrain.
C. Jamming Effect on Elevation Estimation
DEM, as a digital model or three-dimensional representation of a terrain's surface, is created by phase unwrapping and inversion [23] . The accuracy of DEM and DEM-derived products mainly depends on phase errors caused by phase interferences. The mathematical formulation for DEM errors is derived in this subsection by exploiting the general relationship between the DEM and the interferometric phase.
After topographic phase unwrapping, the sensitivity of DEM deflection ( h) on topographic phase ( φ) can be described as
where B ⊥ denotes the baseline component perpendicular to the view line, R 0 is the range between the target and the SAR master antenna, and θ represents the viewing angle of the target [23] . For the height of the topography approximated by DEM, the elevation error for each pixel caused by phase jamming is expressed as follows:
According to the position of jamming, the real phase of the jammed pixel is given by the following: Therefore, the phase error for the jammed pixel is expressed as follows:
As the order of the Bessel function, n also represents a different azimuth position, and it is related to the slow time t a :
Substituting (30) and (31) into (28), we have
where From (32), we see that the DEM error depends on not only some system parameters, such as the baseline B, wavelength l, look angle θ, and inclination of the baseline α, but also the rotation radius, location of the reflector, and rotational angular velocity ω. The derived elevation errors vary with the change of azimuth positions, as shown in Fig. 6 . The elevation error with different rotational angular velocities is also presented there. The maximum elevation error is related to the relative positions of the strong scatterer and the InSAR antennas, while the minimum elevation error depends on the slow time t a . Taking into consideration the coregistration error due to low correlation, the DEM error is larger than the current result.
Through our theoretical analysis, we can see that the circularly moving strong scatterers produce varying phase noise along the azimuth direction and reduce the correlation of two SLC images, both of which increase the errors of the unwrapped phase. The unwrapped phase with the propagated phase errors has a direct impact on the precision of DEM. All these show that the circularly moving strong scatterer is a promising jamming method in the field of InSAR electronic warfare.
IV. SIMULATION AND ANALYSIS
The aforementioned sections have analyzed the jamming effects on the interferometric phase, correlation, and elevation estimation. In what follows, to demonstrate the performance of the proposed method, simulation results are provided based on the Terra-SAR system. The corner reflector, as a type of strong scatterer, is used in our simulation. The coverage and density of circularly moving strong scatterers are also discussed in detail.
A. Jamming Effects on Imaging and Interferometry
In this part, we analyze the jamming effects caused by the circularly moving corner reflector. Without loss of generality, a circularly moving corner reflector is placed at the center of the scene, as shown in 1a and 1b. Assume that the size of the corner reflector is large enough to reach 35 dB of the input JSR [15] . To remove the effect of Table I , and those for the system and the scene are listed in Tables II and III, respectively. To acquire the final terrain elevation with jamming, the processing procedure of InSAR involves echo simulation [24] , range-Doppler imaging [19] , relevant registration [22, 25] , interferometry [2, 3] , phase filtering [26] , phase unwrapping [26, 27] , and elevation inversion [2, 4] . Because echo signals from the original scene and the corner reflector are received by the antennas simultaneously, simulation of the SAR echo signals with interference is first performed. The two SLC images are produced through the range-Doppler algorithm. Without loss of generality, only the master image is shown in Fig. 7a . Clearly, the jamming output in the master image, shown as a point series along the azimuth, agrees with (15) . Through coregistration and comparison of both complex images, the interferometric phase with jamming is obtained and depicted in Fig. 7b . The multiple discrete lines along the azimuth direction are caused by the point pairs. On the one hand, the phase noise is partly induced by phase errors, as shown in (30). On the other hand, the low correlation of the point pairs produces more phase noise, which is depicted in (26) . As the interferometric phase is wrapped into the interval [−π, π], it must be unwrapped before it is converted to the elevation result. After phase filtering, the unwrapped phase including the jamming effect is obtained by using the branch-cut phase unwrapping method [23, 24] , as shown in Fig. 7c . The jamming line is distributed along the azimuth direction. Furthermore, the failure of phase unwrapping can be observed in the right part of the figure.
Finally, DEM is produced according to the geometric relationship of the scene. To show the jamming effects more clearly, the DEM before and after jamming are shown in 8a and 8b, respectively. The DEM without jamming is displayed as flat terrain, while the jammed one shows serious elevation errors. In Fig. 8b , the elevation errors are composed of three parts. The first part, described in (32), is derived from phase errors because of the point series. The second part is due to the low correlation of the point pairs. Moreover, the failure of unwrapping can result in errors in the right part of the figure. It again demonstrates the effectiveness of the proposed jamming method. 
B. Coverage Analysis

1)
In Azimuth: The imaging output due to jamming is shown as a point series or ghost points, because the echoes spread over a number of azimuth cells. The expression in (15) appears to show that the number of paired echoes is infinite in theory. However, J n [4πr 0 (t a )/l] approaches zero when n increases. The point series beyond the Doppler bandwidth is folded over. According to Carson's rule [28] , the number of the paired echoes is as follows:
According to (15) , the spacing x between those azimuth points can be derived as follows [20] : Fig. 9 shows the influence of angular velocity on azimuth spacing, with the corresponding parameters listed in Tables I and II . Clearly, the spacing x is larger as angular velocity increases. Then, the azimuth coverage of jamming can be obtained by combining (33) and (34):
Equation (35) tells us that the azimuth coverage of the jamming depends on many parameters, including r, ω, l, R M , v, and θ. Larger radius r and angular velocity ω result in larger azimuth jamming coverage, as shown in 10a and 10b. In Fig. 10c , the jamming coverage along the azimuth does not vary over azimuth time for different radii and angular velocities. It proves the validity of the approximation in (33).
2) In range: According to (15) , the range coverage of jamming is determined by the sinc function related to the fast time. Considering the range cell migration caused by the circularly moving corner reflector, (15) changes to the following:
Clearly, in (36), jamming is spread over several range cells in the range direction and the range coverage of Fig. 10 . Impact of different parameters on jamming coverage along azimuth (using parameters listed in Table II To increase the size of the jamming area, the circularly moving corner reflectors should be spaced with the azimuth grid of L a and the range interval of L r . So the size of such a jamming array depends on the required jamming coverage and the size of the protected scenes. In designing such a system, we should also bear in mind that the jamming intensity is related to the backscattering coefficients of the corner reflector and the spacing x.
V. CONCLUSIONS
In this paper, an InSAR jamming method using circularly moving strong scatterers has been proposed. These scatterers are placed in the center of the scene and can cause serious errors in the elevation measurement results of an InSAR system: 1) With the proposed jamming method, the imaging results include paired echoes along the azimuth direction, and the resultant phase interference of the paired echoes cannot be offset completely by comparing the two SLC images.
2) The proposed method reduces the correlation of the two SLC images. After interferometry, the generated phase noise varies along the azimuth direction and can cause serious errors to the interferometric phase of the real scene.
3) Because the phase bias of the interference cannot be filtered out by the phase filter, it further increases the phase errors in the process of phase unwrapping and even leads to failure of the phase unwrapping operation.
4) The DEM produced with the proposed jamming method contains several errors: phase bias due to jamming, reduced correlation due to jamming, and error propagation in phase unwrapping.
As shown by our simulation results based on the Terra-SAR system, the proposed method can effectively jam the InSAR system and shows great promise in the field of electronic warfare. Furthermore, this jamming method reveals a weak point of current InSAR systems, which provides a starting point for further improving the performance and robustness of InSAR systems in the future.
APPENDIX A. APPROXIMATION ERROR ANALYSIS
In this part, the effect of approximation on the accuracy of r 0 (t a ) is analyzed. According to (11) , r 0 (t a ) can be rewritten as follows:
Considering vt a − x 0 R M , we have r 0 (t a ) ≈ r sin θ. The approximation error of r 0 (t a ) can be derived as follows:
For rB sin(θ − α) sin θ ≤ rB R M , the approximation error of r 0 (t a ) is very small and can be ignored. For the typical parameters listed in Table II , the approximation error of r 0 (t a ) is shown in Fig. 11. 
APPENDIX B. CORRELATION ANALYSIS FOR JAMMING
This appendix discusses the correlation of the jamming parts in the two SAR images. According to (15) and (16) , the positions of ghost points are determined by sinc functions. In the azimuth direction, the positions of the corresponding point series in two SAR images depend on nω/(2πK a1 ) and nω/(2πK a2 ). Then, the time bias for the corresponding ghost points is given by
where
Substituting (40) into (41), we have the following:
The corresponding distance bias in the SAR image can be expressed as follows:
Equation (43) shows that the increasing ω results in larger distance bias along the azimuth. Using the parameters listed in Table II , the azimuth distance bias for the corresponding point series at different angular velocities is calculated and shown in Fig. 12a . Such distance bias effectively reduces correlation of the jamming parts. In the range direction, the distance bias for the corresponding Fig. 12b shows the range distance bias at ω = 15π rad/s. It is larger with an increase of the radius. Although the distance bias along the range is small, considering the azimuth distance bias, the corresponding ghost points in the two SAR images cannot be coregistered with each other. Therefore, we have γ J < γ 0 . Moreover, the low correlation of the jamming parts reduces the correlation of the original SAR images and generates more phase noise. 
